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Understanding Windows 2000

Remote Access Policies

Windows 2000 provides a much smoother and much more secure method of controlling remote access to your network than Windows NT did.  This control is exercised (by you) by use of  “Remote Access Policies”. Understanding W2K remote access policy is a very critical part of understanding (and passing) several of the W2K remote access modules.

First and foremost, you must recognize that the word “policy” (Policies) is used in W2K in SEVERAL DIFFERENT contexts.  DO NOT confuse Remote Access Policies with Active Directory Policies (Local, Site, Domain, and OU Policies) or with VPN Policies.  (There are other uses of “policy”, but these three are the only ones you must keep separate.)

In previous versions of remote access, it was commonly referred to in the NT world as “RAS” and in the 9x world as “Dial Up Networking (DUN).”  NT could either be a client or a server and 9x could only be a client.  

Since only NT could be a server, that is the only one we will compare with W2K.  When you created a user, in either NT or W2K, that new user was, by default DENIED dial up access.  The mechanisms which each uses to set the default may cause a little confusion, until you understand them.  In NT, there were only 2 choices, Access Denied and Access Permitted.  After granting permission, there were a very limited number of security mechanisms available.  MS-CHAP (NTLM) password authentication and the possibility of setting a hang-up/callback number to ensure the caller (who logged in successfully) is calling from the authorized telephone number.  Data could be encrypted, but only using one encryption method (MPPE).  After Service Pack 5, and then again with SP 6a, RAS was changed to (optional) RRAS, and security increased by upgrading to MS-CHAP V2 (Still NTLM).  These were optional and some of the components had to be downloaded separately and installed separately.

W2K, on the other hand has a wealth of security potential.  Naturally, increasing the POTENTIAL for security choices results in increasing the complexity of the control mechanism.  W2K implemented what is known as Remote Access Policies to manage this complexity.

There are THREE levels of “things” that control access to W2K:

1. We still, of course, have the traditional login and password (these can be bypassed in favor of other authentication – or “non-authentication” methods).

2. We have the new W2K-only Remote Access Policies.

3. And, we have the not-new, but different, User (and computer) Profiles. (Don’t confuse with Remote Access Policy Profiles, discussed later.)

Understanding how these are applied is the key to understanding Remote Access.

W2K adds a third level of Dial-in access permissions in the user accounts.  It still retains the Denied and Permitted, but, in Native Mode, It adds “Control Access Through Remote Access Policy” as a third option.  This is only added in Native Mode, because, if NT 4 BDCs still exist, User Manager options must still abide by the rules of the NT4s two choices.  What happens when you upgrade from Mixed Mode to Native Mode is another interesting item.  If NT4 was set to “Deny,” W2K will also be set to “Deny.”  If on the other hand, NT4 was set to “Permit,” W2K will be set to “Control Access Through Remote Access Policy”– and the DEFAULT policy is to DENY!

The first, and obvious thing that happens, of course is – you “dial.”  But, this doesn’t have to be over a modem line anymore.  It can be over “the cloud,” or via a direct TCP/IP connection.  (There are mechanisms, which won’t be discussed here, to ensure that the calling phone and the called phone numbers are valid.  These are located both in AD and in the Remote Access Policy.)

Next, the traditional MS-CHAP login and password authentication and/or certificates are exchanged.  With MS-CHAP V2, however, BOTH the server and the client mutually authenticate – this wasn’t available in NT (but could be added after SP4, by downloading CHAP V2).

As soon as the user is known and authenticated, the user’s dialin permission in AD is checked.  If permission is denied, the connection is dropped.  DON’T confuse this with the permission in the Remote Access Policy.  They are separate.  (e.g. there are TWO of them.)

If permission is GRANTED in AD, the user will still be subject to the “Profile” provisions of the Remote Access Policy.  (But not conditions and permissions.)

If  the permission, “Control Access Through Remote Access Policy,” is set, THEN the Remote Access Policy comes into play!

The Remote Access Policy

The Remote Access Policy consists of three distinct parts:

1. Conditions

2. Permissions

3. Profile

There can be as many Policies as you care to define, but they are applied IN THE ORDER LISTED – And the FIRST policy for which the “Conditions” section matches the caller IS APPLIED (even if there is another (the one you wanted) later).

As soon as Remote Access matches a caller with the FIRST policy condition, THEN the “Permission” for that policy is applied.  Permission is very simple – it is either grant or deny.  The “gotcha” is through all of the back-doors.  For instance, if a dial-up group is granted, BUT another profile, which also matches, is ahead of the special profile, permission may be denied, because the people in the dial-up group also belong to the “Authenticated Users” group.  The not-so-obvious answer is simply to put the dial-up group policies ahead of the default policy.  (Not-so-obvious when you have a bunch of policies and people in various groups, which may – or may not have permission.)

IF the caller matches a Condition, and IF the caller is granted permission, THEN the “Profile” for the policy is applied.  It can drop the connection, set a time limit on the connection, drop the connection if a certain level of encryption is not met, drop the connection if the caller’s IP address doesn’t pass the filter, etc.  There are HUNDREDS of combinations and constraints.

The Policy.

Conditions. Sets the things which must be met before a caller is tested for the rest of the policy.  

If the caller doesn’t match any of the (possibly multiple) policies’ conditions, THEN access is automatically denied.

Conditions include (but are not limited to):

Time of day restrictions

Caller’s Windows group membership (Access couldn’t be granted to groups in NT)

Called Station ID (Centrex Telco feature)

Calling Station ID (Caller’s telco “Caller ID”)

Tunnel Type(s) allowed (PPTP, L2TP)

NAS Port type (Modem, ISDN, Tunnel, VPN)
Additional filters which must be met.  These can include:

NAS IP address (IAS only)

Service Types allowed (PPP, Telnet, … IAS only)

Framed Protocol(s) allowed (PPP, Appletalk, SLIP, Frame Relay, X.25 IAS only)

NAS (Client) Server IP (IAS only)

NAS (Client) Vendor (IAS only)

Radius (Client) Friendly Name (IAS only)

Permissions.  Three in the AD, and two in the Remote access policy.  AD is applied FIRST, then if “Control Access Through Remote Access Policy” is set in AD, AND the caller makes it through one of the Conditions filters, THEN one of the two possible Remote Access policy permissions is applied.

Profiles.  Finally, AFTER all of the conditions above are met – to connect, the Remote Access Policy profiles are applied.  (Don’t confuse this with User and computer profiles).

Profiles are subdivided into 

· Dial-in constraints 

· IP 

· Multilink 

· Authentication 

· Encryption 

· Advanced 

Constraints include:

Idle disconnect time

Maximum session length

Day and time limits (again!)

Dial-in number (Restrict certain modem lines to certain callers)

Dial-in media (Modem, ISDN, Tunnel, VPN)(Again!)

IP includes:


Whether the user can request a specific IP


IP filtering inbound or outbound

Multilink (“BAP” (Bandwidth Allocation Protocol) Always goes with Multilink, but Multilink can exist without BAP)

IF Multilink is enabled on the server, THEN the Multilink Profile can control whether multilink is allowed for this connection, the number of multilink lines allowed, and if BAP will be applied.  (Otherwise, it can be set, but it is ignored.)

Authentication.  The types of authentication that are allowed for a connection: EAP, MS-CHAP, or MS-CHAPv2. By default, MS-CHAP and MS-CHAPv2 are enabled.

The remote access server must have the corresponding authentication types enabled in order for the authentication properties of the profile to be enforced.

Encryption. You can set encryption properties for the following encryption strengths:

No Encryption 

Basic (40-bit MPPE, L2TP/IPSec, DES)

Strong (56-bit MPPE, L2TP/IPSec, DES)

Strongest (128-bit MPPE, L2TP/IPSec, 3DES)

Advanced.  Specify the series of RADIUS Attributes that are sent back to the RADIUS client by the IAS server. RADIUS Attributes are specific to performing RADIUS authentication and are ignored by the remote access server. By default, Framed-Protocol is set to PPP and Service-Type is set to Framed.

Tip for understanding

NOT TO WORRY!  Notice that Conditions and Permissions are small enough to remember – then just recognize that the rest are Profile.  (Pay attention to which ones are hit in the practice tests, also.)

Default Remote Access Policy.  A default remote access policy named “Allow access if dial-in permission is enabled” is created. The default policy has the following configuration:

· The Day-and-Time-Restrictions condition is set to all times and all days. 

· Permission is set to DENY remote access permission. 

· All profile properties are set to default values. 

Bottom line:  Default Remote Access Policy is set to deny everybody at all times.

