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TCP/IP CHEAT SHEET

Bit Mask ~ Mask Blocks  Nets Hosts
0000 0000 O 256 1 254
1000 0000 128* 128 2" 126
1100 0000 192 64 2 62
1110 0000 224 32 6 30
1111 0000 240 16 14 14
1111 1000 248 8 30 6
1111 1100 252 4 62 2
1111 1110 254 2 126 X
11111111 255 1 254 X

(Notes)
* 128 mask valid for Microsoft and CIDR ONLY
X valid in Ciass 8, CIDR or Superhiting only
‘Subnet mask can be expressed in several ways:
Binary (The way computers see ) 11111111111111111111111111110000
(Rule: There can NEVER be a zero embedded in a mask. The first 01is the end)

Dotted Decimal 255255 255,240
Hexidecimal. RO
Classless (CIDR) 128

‘CIDR usually also requires Variable Length Subnet Mask (VLSM) capable hardware
RIP V1 can only be used for efault classful routing (T 4 only offers RIP V1)
RAS uses only the defauit classful NetMask (Class A=255.0.0.0, B=255255.0.0, efc)
The Subnet address is always hidden behind the 15 in the mask
The Host adafess s always hidden behind the 0s in the mask
(except in special cases)
both the all-15 and the all-0s subnet addresses are invalid (NOT true in CIDR)
both the all-s and the all-0s host addresses are invalid (Stil true in CIDR)
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