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Understanding W2K Users & Groups (NATIVE MODE)

While in “Mixed Mode” W2K Users and Groups must “emulate” a Windows NT server, therefore, most of the rules for Windows NT still apply to Mixed Mode.  When the LAST NT DOMAIN CONTROLLER (NOT all NT servers) is removed from service, Native Mode is NOT AUTOMATICALLY implemented.  This is a deliberate, irreversible change, which must be made in the Active Directory Users and Computers, Domain Properties, General tab, by pushing the “Change Mode” Button.

After changing to “Native Mode,” all backward compatibility (for NT PDCs and BDCs) is abandoned.  The SAM still exists in places, but is not used for domain security.  The 40MB limit for the NT SAM database is no longer in force.  The computer with the “PDC Emulator Role” still retains this role, but the duties change.

The Users and Groups management model has many more possibilities, BUT THE BASIC NT MODEL IS STILL THE RECOMMENDED METHOD of managing Users, Groups, and Permissions.  (e.g. Put users in Global groups, put Global Groups in Local Groups, and assign permissions, rights, delegated roles, and AD filters to the Local Groups.

Two major differences show up.  The Local Group still exists (this is true in both Mixed and Native Modes).  For domain permissions, Local Group roles are assigned to DOMAIN Local Groups.  The GROUP SCOPE is increased to add a new “Scope” (e.g. a new kind of group) called UNIVERSAL Groups.  In addition, a new GROUP TYPE, called DISTRIBUTION is added (simply put, distribution groups are reserved for Exchange 2000 E-mail groups and have nothing to do with security).

There are still two different types of “users” in the Windows 2000 model: Local Users and Global Users.  In actuality, local users are used so rarely IN A DOMAIN that the term “users” has assumed the meaning of “Global Users.”  Local users can exist ONLY on a member server or a workstation, and they have no permissions beyond the computer on which the are defined.

The term “Global” still infers that the entity CAN be exported across Domain (and Tree) lines.  Conversely, the term “Local” (Domain Local) infers that the entity CAN NOT be exported across domain lines.  The new term “UNIVERSAL” infers that the entity has automatic control and permissions, which cross domain lines (and Trees), without being explicitly exported.  Universal groups and Global groups can also be exported across Forests, where trusts exist.

There is a complex set of rules concerning what type(s) of entities each container can “contain.”  The following table summarizes these rules:

	Entity
	Rules
	Local
	Domain Local
	Global
	Universal

	
	
	
	
	
	

	User
	"user" means:
	Local machine only
	N/A
	Local domain only
	N/A

	
	Can be exported across domains
	Local machine only
	N/A
	Yes
	N/A

	
	Can Access Local resources
	Local machine only
	N/A
	Yes
	N/A

	
	Can Access Resources in another domain
	No
	N/A
	Yes
	N/A

	
	Can be placed in Local Groups
	Yes
	N/A
	Yes
	N/A

	
	Can be placed in Domain Local Groups
	No
	N/A
	Yes
	N/a

	
	Can be placed in Global Groups
	No
	N/A
	Yes
	N/A

	
	Can be placed in Universal Groups
	No
	N/A
	Yes
	N/A

	Group
	Can contain “Local” Users
	Yes
	No
	No
	No

	
	Can contain users from the same domain
	No
	Yes
	Yes
	Yes

	
	Can contain users from trusted or trusting domains
	No
	Yes, from all domains in the forest and trusted domains outside the forest
	No
	Yes, from all domains in the forest and trusted domains outside the forest

	
	Can contain ANY groups
	Yes, “Global Groups,” from the local SAM only
	Yes, Universal groups and Global Groups from any domain in the forest and Universal and global groups from any trusted forest
	Yes, Other Global Groups (ONLY) from the same domain
	Yes, other Universal groups and Global Groups from any domain in the forest and Universal and global groups from any trusted forest

	
	Can be assigned Privileges and Resources in local domain
	No
	Yes
	Yes
	Yes

	
	Can be assigned Privileges and Resources in trusting domains
	No
	No
	Yes, any group in any tree in the forest and trusting forest
	Yes, any group in any tree in the forest and any trusting forest


	
	Has automatic authority across domains
	No
	No
	No
	Yes, any domain in the forest.

	
	Can be exported across (trusting) domains
	No
	No
	Yes
	Yes


Management is NOT as complicated as the rules (learn them - you will see them again).  In the domain or OU, assign ALL users to one or more GLOBAL groups for export.  Assignments should facilitate management of OUs, resources, privileges, and delegated roles.

In Trusting Domains or OU, create at least one Domain LOCAL group for each set of privileges or resources.  Plan and assign groups for Domain and/or OU management and resource assignment.

If additional granularity is required there may be a need to create additional DOMAIN LOCAL, or GLOBAL groups for management purposes.  

Certain functions can ONLY be done by members of a UNIVERSAL group.  Universal Groups can have individual user members, but SHOULD NOT!  The membership of all Universal groups must be replicated across all domains in the entire forest EVERY TIME A MEMBER IS CHANGED.  By assigning users to Global Groups, then assigning Global Groups to Universal Groups, changing membership in the Global Group does not trigger a replication event.

In Short:

· Put ALL “Principal Objects” (USERS and computers) in appropriate OUs and create as many GLOBAL groups in the OU or the DOMAIN as needed for export or management.  
· Put all RESOURCES in trusting domains or OUs and create as many Domain Local groups as needed to manage those resources and privileges.  
· Import GLOBAL groups as complete entities whenever possible.
· Import GLOBAL GROUPS ONLY (never users) into Universal Groups.
To “fine tune” the import process, (global) users can be directly imported from the  domain or OU into a Local or Domain Local group.  NEVER grant or delegate directly to a person-object or a computer-object.  Unwanted, specific users who may have been imported within a GLOBAL group can be denied access in the LOCAL group.  (Watch it - this can get you in trouble!)

Pay particular attention to Inheritance and “Included permissions.”  This can be helpful, or it can be a time-bomb!
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