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Understanding Mixed Mode Users & Groups

Ref:  Inside Windows NT Server 4, Chap. 9.

There are actually two different types of “users” in the Windows NT model: Local Users and Global Users.  In actuality, local users (added for non WinNT OSs, such as Novell) are used so rarely that the term “users” has assumed the meaning of “Global Users.”

For NT groups, the terms “local” and “global” are highly significant in the way they are created, managed, and used.

The term “Global” infers that the entity (user or group) CAN be exported across domain lines.  Conversely, the term “Local” infers that the entity CAN NOT be exported across domain lines.

There is a complex set of rules concerning what type(s) of entities each container (group) can “contain.”  The following table summarizes these rules (See pp. 261-265):

	Entity
	Rules
	Global
	Local

	
	
	
	

	User
	"user" means:
	"global"
	"local"

	
	Can be exported across domains
	Yes
	No

	
	Can Access Local resources
	Yes
	Yes

	
	Can Access Resources in another domain
	Yes
	No

	
	Can be placed in Local Groups
	Yes
	Yes

	
	Can be placed in Global Groups
	Yes
	No

	
	
	
	

	Group
	Can contain “Local” Users
	No
	Yes

	
	Can contain users from the same domain
	Yes
	Yes

	
	Can contain users from trusted or trusting domains
	No
	Yes, from trusted domains

	
	Can contain ANY groups
	No
	Yes, Global Groups

	
	Can be assigned Privileges and Resources in local domain
	Yes
	Yes

	
	Can be assigned Privileges and Resources in trusting domains
	Yes
	No

	
	Can be exported across domains
	Yes
	No


Management is NOT as complicated as the rules (learn them - you will see them again).  In the trusted domain (in our case the master domain), assign ALL users to one or more GLOBAL groups for export.  This will facilitate management of resources and privileges.

In the user domains (the Trusting Domains), create at least one LOCAL group for each set of privileges or resources.  (A single file or printer, or a large, generic group of files or printers, which share the same management requirements.)

If additional granularity is required there may be a need to create additional GLOBAL and LOCAL groups for management purposes.  This can be done by creating additional GLOBAL groups in the trusted master domain for export – or they can be created by creating LOCAL groups in the trusting domain, and importing “global” users (just “users,” in common usage) one-by-one into that LOCAL group.

In Short:

· Put ALL USERS in the master (trusted) domain(s) and create as many GLOBAL groups IN THE MASTER DOMAIN as needed for export management.  
· Put all RESOURCES in trusting domains and create as many LOCAL groups as needed to manage those resources and privileges.  
· Import GLOBAL groups from the master domain as complete entities whenever possible.  (Will Harper’s rule – NEVER assign privileges to any individual, even if you must create a group of ONE.)
To “fine tune” the import process, (global) users can be directly imported from the master domain.  Unwanted, specific users who may have been imported within a GLOBAL group can be denied access in the LOCAL group.  (Watch it - this can get you in trouble!)
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